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Introduction
Whether you run a small corner shop, are the plant manager of a factory or manage 
IT in a corporate office, you’ll need a reliable data connection to: connect to back 
office systems at the head office, receive orders from customers, process credit card 
payments, send/receive email, track a fleet of assets, place orders with suppliers and 
more. Even a few minutes of down time could cost many thousands of dollars in lost 
sales and missed opportunities. 

Business continuity involves the back-up plan that keep your business going when your 
fixed line Internet connection goes down.

The NetComm Wireless 4G WiFi M2M Router (NTC-140W) keeps your data 
connection up and running, even when your primary fixed line ADSL, cable or optic fiber 
connection fails. 

It features high speed 4G LTE with fallback to 3G and 2G; two configurable Gigabit 
Ethernet ports; a powerful, yet user friendly, WAN failover system and an intuitive event 
notification system to keep you informed if anything does go wrong. 

This Business Continuity Solution Guide will step you through the settings required to 
reliably set up a high speed 4G backup connection for you fixed wire data connection 
using the NTC-140W. 

Configure once, and relax in the knowledge that your business will never again be 
offline again. 



| W
ire

le
ss

 M
2M

3

NTC-140W - 4G WiFi M2M Router

In the event of a primary comms 
failure the NTC-140W can keep 

the office connected via 4G

The NTC-140W’s Ethernet 
LAN port can connect to 

the existing office network

Connecting the NTC-140W’s WAN 
port to the existing modem / 

Router allows it to sense when the 
fixed line connection goes down

Server @
Head Office
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WAN Failover
The NTC-140W is an advanced Machine-to-Machine (M2M) router with built-in 4G LTE. 
It can be configured to route outbound packets through:

1. the cellular connection (4G, 3G or 2G); 

2. the built-in Gigabit Ethernet LAN/WAN port; 

3. a WiFi client connection to a nearby WiFi access point; or 

4. via an external Ethernet WAN port connected to the USB port of the router.

Any, or all, of these connections can be included in the configurable WAN failover 
scheme, making it ideal for backing up a fixed wire data connection with a cellular 
connection to ensure always on connectivity.

Configuring the NTC-140W router for WAN 
failover
By default, both Ethernet ports on the NTC-140W behave as LAN ports. Therefore, you 
must first configure the LAN/WAN port of the router to function in WAN mode.

To set the LAN/WAN port to WAN mode:

1. Open a web browser (e.g. Internet Explorer, Firefox, Google Chrome), type 
http://192.168.1.1 into the address bar and press Enter. The web-based user 
interface log in screen is displayed.

2. Enter the username and password and then click the Log in button. The default 
username and password is:

Username: root

Password: admin
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NTC-140W - 4G WiFi M2M Router

Note: To enhance the security of your network, we strongly recommend that you 
change the password of the root and admin accounts before you put the unit into 
operation.

3. Select the Networking item from the top menu bar. Select the Ethernet LAN/WAN 
menu on the left, then select the Interface assignment menu item.

4. Next to the LAN/WAN interface (eth.0), use the drop down menu to select WAN.

Click the Save button.

5. From the menu on the left side of the screen, click on the WAN failover item. The 
list of active WAN interfaces is displayed.
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This list indicates the number of WAN interfaces that are active, their metric (a lower 
metric means a higher priority) and the method used to monitor whether the link is up. In 
this example, eth.0 (the newly configured Ethernet WAN port) with a metric of 10 is the 
interface being prioritised.

Link monitor
The Link monitor type means that the router switches to the WWAN (Profile1) interface 
when the physical link to eth.0 is broken (i.e. the cable is disconnected or some other 
hardware fault causes the physical connection to fail). If this is your preferred method of 
monitoring, you can simply click the Save button to complete the configuration.

Ping monitor
Alternatively, controlled ping packets can be used to determine the status of the link. 
These are small packets of data that the router sends to a remote address and if the 
connection is healthy, a reply is received. They are sent indefinitely at regular intervals 
that you specify. For each WAN interface that is ping monitored, you may specify two 
separate internet addresses and interval timers for the tests. 

Each WAN interface is independently monitored according to its own distinct settings, 
following the process outlined below.

a) At a regular interval stipulated by the Periodic ping timer setting, the router sends 
3 ping requests via the interface to both the first and second destination addresses 
simultaneously. If it receives a reply to any of those pings, it deems the connection 
to be healthy and continues pinging them at the Periodic ping timer interval.

b) If the router does not receive a response to all six pings by the start of the next 
Periodic ping timer interval, it registers this failure as a Fail count and continues 
to send pings to both destination addresses at the Retry timer interval (typically 
set at a shorter interval than the Periodic ping timer since there may be a 
problem). If a response is received to any of those pings, the router returns to 
sending pings according to the Periodic ping timer setting.

c) However, if after another period defined by the Retry timer setting the router again 
does not receive a response to any of the pings, it registers another Fail count.
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NTC-140W - 4G WiFi M2M Router

d) The router repeats the retry process until it either receives a ping response (and 
returns to testing the interface according to the Periodic ping timer) or the 
number configured in the Fail count field is reached. In the latter case, that 
ping monitored interface is marked as unavailable, at which point the router 
automatically reroutes packets according to the configured priorities of the 
remaining WAN interfaces.

e) The process for returning an unavailable interface to an available state is similar to 
the above process. When an interface is marked unavailable by the ping monitor, 
the router continues to retry pings to the two destination addresses via that 
interface according to the Retry timer setting until it receives a 100% successful 
response to the six pings before the next retry. The router then switches to the 
Periodic ping timer interval, waiting for 100% successful responses for an 
amount of consecutive periods that equal the configured Fail count setting, at 
which point the WAN interface is marked available.

Time 
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failure
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To configure the ping monitor type:.

6. Select the Edit      button corresponding to the eth.0 interface.

7. Use the Monitoring method drop down list to select Ping.

8. In the First destination address field, enter a website address or IP address to 
which the router should send the first round of ping requests.

9. In the Second destination address field, enter a website address or IP address to 
which the router should send the second round of ping requests.

10. In the Periodic Ping timer field, enter an integer between 3 and 65535 for the  
number of seconds the router should wait between ping attempts.

11. In the Retry timer field, enter an integer between 2 and 65535 for the number 
of seconds the router should wait between retry ping attempts, i.e. pings to the 
second destination address.
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NTC-140W - 4G WiFi M2M Router

12. In the Fail count field, enter an integer between 3 and 65535 for the number of 
times a retry ping should fail before the router fails over to the next WAN interface. 
Click the Back button.

The Active WAN interfaces are displayed once again, this time showing that the Ping 
monitor type is in use for eth.0 and the host which will be pinged.

Click the Save button to save the settings. The WAN failover configuration is complete.
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Event notification
The event notification feature is an advanced remote monitoring tool providing you with 
the ability to send alerts via SMS, e-mail, TCP or UDP when pre-defined system events 
occur. The alerts are sent as plain text to the selected destination types. Each event can 
be associated with a single profile containing an email address, TCP server and port, 
UDP server and port and SMS number. If you require multiple parties to be notified of the 
same event via the same means, you can set up a mailing list on your mail server, write a 
script to process the TCP/UDP data on your server or use an SMS broadcasting service.

From a Business Continuity perspective, the following event types are of most interest:

  Unit powered up: This sends a notification whenever the router has been powered 
up or soft reset.

  Unit rebooted: This sends a notification whenever the reboot command has been 
issued, either through command line or web user interface.

  WAN IP address change: This sends a notification whenever the router’s WAN IP 
address changes. This may be useful in cases where you are not using dynamic DNS 
or a static IP service.

  WWAN technology change: This sends a notification whenever the router’s 
broadband connection technology changes, for example, from 4G to 3G. This is 
useful information since slower speeds can affect the quality of service.

  Number of connected Ethernet interfaces change: This sends a notification 
whenever the number of detected Ethernet connections changes. This can be useful 
knowledge in determining whether you have issues with devices connected to the 
router via Ethernet.

  Web UI login failure: Sends a notification whenever an attempt to login via the web 
user interface has failed. Using this can assist in securing your service.

  WAN failover instance occurred: This sends a notification whenever the active 
WAN connection changes. This is important as it alerts you that your primary 
connection could have a problem, and also can alert you that service to a higher 
priority interface has been restored.
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NTC-140W - 4G WiFi M2M Router

Example 1
The following steps outline how to configure a simple SMS notification in the event of a 
WAN failover occurrence. Please refer to the NTC-140W User Guide for further detail on 
event notification.

To configure SMS Event notification in the event of a WAN failover occurrence:

1. Click the Services menu item, select the Event notification menu item on the left, 
then select the Destination configuration menu item.

2. Click the Edit      button next to the Default destination profile.

3. In the SMS number field, enter the destination number where the SMS is 

to be sent.
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Click the Save button. The router saves your settings and displays a confirmation 
message.

4. From the menu on the left side of the screen, select the Notification configuration 
menu item.
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NTC-140W - 4G WiFi M2M Router

5. Click the Enable event notification toggle key to turn on the Event notification 
feature. Additional configuration options are displayed. 
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6. For the event type WAN failover instance occurred, select the SMS option then 
click the Save button.

The router is now configured to send an SMS notification to +61412345678 when a 
WAN failover event occurs.
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NTC-140W - 4G WiFi M2M Router

Example 2
The following steps outline how to configure an email notification in the event that the 
router is powered up. Please refer to the NTC-140W User Guide for further detail on 
event notification.

To configure email notification in the event that the router is powered up:

1. Click on the Services menu item, then select Email settings.

2. Enter the details of your email server and the account you want to use to send the 
notification. The fields are described in the table below:

ITEM DESCRIPTION

From Enter the email address of the account you will be using to send emails.

CC (Optional) Enter an email address which will be copied on all 

messages sent.

Email server address 

(SMTP)

Enter the SMTP server address of the email server. This may be an IP 

address or a hostname.

Email server port Enter the Email server’s SMTP port.

Username Enter the username of the account to be used for sending emails.

Password Enter the password of the account to be used for sending emails.

Confirm password Enter the password of the account to be used for sending emails once 

more for confirmation.

Email test recipient Enter an email address to send a test message to, then click the Send 

test email button.



| W
ire

le
ss

 M
2M

16

3. From the menu on the left, select the Event notification menu item, then select the 
Destination configuration menu item.

4. Click the Edit      button next to the Default destination profile. Enter the email 
address that you configured in the Email settings window.
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NTC-140W - 4G WiFi M2M Router

Click the Save button.
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5. Click the Notification configuration menu item on the left side menu then click 
the Enable event notification toggle key to turn on the Event notification feature. 
Additional configuration options are displayed. 
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NTC-140W - 4G WiFi M2M Router

6. For the event type Unit powered up, select the Email option then click the Save 
button.

The router is now configured to send an Email notification whenever it powers up.



Product Warranty
For product warranty terms and conditions please refer to the individual guides 
for your devices.

Safety and product care
Please refer to the user guide for safety and product care information.

NETCOMM WIRELESS LIMITED ABN 85  002 490 486

Head Office, 18-20 Orion Road
Lane Cove, Sydney, NSW 2066, Australia

p: +61 2 8205 3888 f: +61 2 9424 2010
e: m2msales@netcommwireless.com
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